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400 \‘

402 71N From: Userl <userl@example.com>
0% 1N To: User2 <user2@example.com>
%N Subject: Example e-mail

408 =1~ MIME-Version: x.y

40 1 permission: SEARCH

412 Permission_Request: YES

FIG. 4
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Receive aresponse from authorizing

entity 508
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Permission granted?
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1
SHARING ARTIFACTS IN
PERMISSION-PROTECTED ARCHIVES

BACKGROUND

This description relates to sharing artifacts in permission-
protected archives. Computer systems can be used to store
artifacts (e.g., portions of data) in an archive. In some cases,
an archive can be associated with permissions that control
access to the artifacts.

SUMMARY

The sharing artifacts in permission-protected archive that
we describe here may encompass one or more of the
following (and other) aspects, features, and implementa-
tions, and combinations of them.

In general, in an aspect, a method includes receiving a list
of artifacts stored in an archive, the artifacts being respon-
sive to a search query issued by an entity, and identifying,
among the list of artifacts, a set of artifacts each having a
permission attribute indicating that the respective artifact is
accessible to the entity when the respective artifact is
responsive, above a threshold responsiveness value, to the
search query issued by the entity.

Implementations of this aspect may include one or more
of the following features. Identifying a set of artifacts
includes identifying, among the list of artifacts, an initial set
of artifacts each having a permission attribute indicating that
the respective artifact is not accessible to the entity, deter-
mining that one or more artifacts of the initial set of artifacts
are responsive, above the threshold responsiveness value, to
the search query, where the one or more artifacts each having
the permission attribute indicating that the respective artifact
is accessible to the entity when the respective artifact is
responsive, above the threshold responsiveness value, to the
search query, and in response to determining that the one or
more artifacts are responsive, above the threshold respon-
siveness value, to the search query, identifying the one or
more artifacts as the set of artifacts each having a permission
attribute indicating that the respective artifact is accessible
to the entity. The respective artifact includes an electronic
message. The permission attribute includes a header field of
the electronic message. This aspect includes determining
whether a particular artifact of the list of artifacts meets or
exceeds the threshold responsiveness value, the determina-
tion based on a responsiveness score determined by a search
engine to which the search query was provided. This aspect
includes determining the threshold responsiveness value
based on a permission value associated with the permission
attribute. This aspect includes making the set of artifacts
available to the entity. This aspect includes making a request
to a second entity to give permission to the entity to access
a particular artifact of the set of artifacts, the second entity
identified as an authorizing entity of the particular artifact.
This aspect includes receiving a response from the second
entity granting the permission to the entity to access the
particular artifact, and making the particular artifact avail-
able to the entity. This aspect includes receiving a response
from the second entity denying the permission to the entity
to access the particular artifact, and removing the particular
artifact from the set of artifacts. This aspect includes receiv-
ing, from an authorizing entity of a particular artifact, a
request to modify a permission attribute of the particular
artifact, and modifying the permission attribute of the par-
ticular artifact, where the modified permission attribute
indicates that the particular artifact is accessible to the entity
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when the particular artifact is responsive, above the thresh-
old responsiveness value, to the search query issued by the
entity. This aspect includes receiving, from an authorizing
entity of multiple artifacts sharing a common attribute, a
request to modify a permission attribute of the multiple
artifacts, and modifying the permission attribute of the
multiple artifacts, where the modified permission attribute
indicates that one or more artifacts of the multiple artifacts
are accessible to the entity when the one or more artifacts are
responsive, above the threshold responsiveness value, to the
search query issued by the entity. The common attribute
includes an artifact folder searchable by the entity.

In general, in another aspect, a system includes a storage
system storing a portion of data associated with a permission
attribute, the permission attribute indicating one or more of
several permission states, the permission states including a)
making the portion of data available to an entity when the
entity is browsing a file system, and b) making the portion
of data available to an entity when the entity performs a
search query to which the portion of data is responsive.

In general, in another aspect, a method includes after
identifying that a first artifact is responsive, above a thresh-
old responsiveness value, to a particular search query issued
by a searching entity, the first artifact having a permission
attribute that indicates the first artifact is accessible to an
entity when (i) the first artifact is responsive, above the
threshold responsiveness value, to a search query issued by
the entity, and (ii) permission to access is granted by an
authorizing entity of the first artifact: receiving, by the
authorizing entity, a request to grant permission to the
searching entity to access the first artifact, where the first
artifact is responsive, above the threshold responsiveness
value, to the particular search query issued by the searching
entity, and sending a response, by the authorizing entity,
granting the permission to the searching entity to access the
first artifact.

Implementations of this aspect may include one or more
of the following features. Sending a response granting the
permission to the searching entity to access the first artifact
includes sending the response granting permission to the
searching entity to access one or more other artifacts of the
authorizing entity having the permission attribute. This
aspect includes sending a request, by the authorizing entity,
specifying the threshold responsiveness value associated
with the permission attribute of the first artifact.

In general, in another aspect, a method includes in
response to issuing a particular search query, receiving
access to a first artifact having a permission attribute indi-
cating that the first artifact is accessible to an entity when (i)
the first artifact is responsive, above a threshold responsive-
ness value, to a search query issued by the entity, and (ii)
permission to access is granted by an authorizing entity of
the particular artifact, where the first artifact is responsive,
above the threshold responsiveness value, to the particular
search query, and where the authorizing entity has granted
the permission to access the first artifact.

Implementations of this aspect may include one or more
of the following features. This aspect includes receiving
access to a second artifact having a permission attribute
indicating that the second artifact is accessible to an entity
when the second artifact is responsive, above a threshold
responsiveness value, to a search query issued by the entity,
where the second artifact is responsive, above the threshold
responsiveness value, to the particular search query.

These and other aspects, features, and implementations,
and combinations of them, may be expressed as apparatus,
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methods, methods of doing business, means or steps for
performing functions, components, systems, program prod-
ucts, and in other ways.

Other aspects, features, and advantages will be apparent
from the description and the claims.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a block diagram of an example system that
allows users to interact with artifacts.

FIG. 2 is a block diagram of an example storage technique
used by a communications facility.

FIGS. 3A-3C are block diagrams of an example system
that provides artifacts stored at a communications facility to
an entity.

FIG. 3D illustrates an example access request.

FIG. 4 illustrates example headers in an electronic mes-
sage.

FIG. 5A is a flow chart illustrating an example process
that identifies artifacts accessible to an entity in response to
a search query issued by the entity.

FIG. 5B is a flow chart illustrating an example process
that requests permission for an entity to access an artifact in
response to a search query issued by the entity.

FIG. 5C is a flow chart illustrating an example process for
receiving a request for an entity to access an artifact in
response to a search query issued by the entity.

FIG. 6 is a block diagram of an example computer system.

DETAILED DESCRIPTION

When a user searches for artifacts (e.g., documents,
emails, or other portions of data) in an archive, the user may
typically only search artifacts owned by the user, artifacts
identified by their permission attributes as accessible to the
user, or artifacts identified by their permission attributes as
publicly accessible. In some implementations, the search
algorithm may identify one or more of highly relevant and
potentially useful artifacts that are private to a different
entity (e.g., private data of a different user), but these private
artifacts are not made available to, or presented to the
searching user because the user does not have permission to
access these private artifacts.

To enhance information sharing in permission-protected
archives, a new type of permission attribute, “search per-
mission,” may be used to identify private artifacts that are
only accessible to other users if a trusted search algorithm
has determined these private artifacts to be highly relevant
to a search performed by another user.

Electronic communication applications enable entities to
communicate using electronic facilities such as computer
systems. Electronic communication applications and other
electronic communicating facilities can fall under one or
more of several broad categories, including email, social
networking, and file management. Each of these categories
is usually associated with a set of features typical of its
category.

Email applications, for example, usually include function-
ality for sending and receiving discrete electronic messages
addressed to one or more recipients. By discrete electronic
messages, we mean that each message is a complete com-
munication, and a system delivering an electronic message
does not need any information derived from any other
message to deliver the message. Other types of electronic
messaging systems other than email systems may send and
receive messages that are not discrete. Social networking
applications usually include functionality for identifying
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4

relationships among users of a social networking application
and relationships among communications made available to
users of the social networking application. File management
applications usually include functionality for creating, view-
ing, and editing files of one or more file types.

These categories of applications typically have underly-
ing systems with which they allow a user to interact.

For example, an email application running on a user
device allows a user to interact with an email system, which
carries out the actions of sending and receiving messages
sent to and from a variety of users on a variety of client
computer systems (e.g., personal computers, smart phones,
tablet computers, and other types of computer systems). An
email system may run on a server or servers and provide the
services to email applications running on clients. An email
system typically operates according to standardized email
protocols for sending and receiving messages. Typical email
protocols include SMTP, POP3, and IMAP. In some imple-
mentations, an email system may include a User Agent, a
Message Store, and a Message Transport Agent. The User
Agent may be configured to interact with the user and
communicate with the Message Store and the Message
Transport Agent. The Message Store may be configured to
manage the local storage and retrieval of messages that the
user has sent or received. The Message Transport Agent may
be configured to handles the delivery and receipt of emails
to and from other sites.

As another example, a social networking application
allows a user to interact with a social networking service,
which, among other things, maintains associations between
users of the social networking service and content provided
to the social networking service. Social networking services
typically allow users to establish and maintain user profiles
of information about themselves.

In some implementations, social networking services
identify relationships between users of the service, and the
relationships are maintained independent of data in any
electronic messages. The relationships are established and
maintained as data by the social networking service.

A file management application (e.g., a file system of a
computer operating system, a corporate file system, a col-
laborative file sharing system such as SHAREPOINT, or a
cloud-based file sharing system such as DROPBOX) allows
a user, or an entity, search, manipulate, and share files,
databases, messages, web pages, or any other objects that
use permissions for mediating access that are stored by one
or more storage facilities. A storage facility, or an archive,
could be a physical entity such as a file system on a hard
drive of a computer. An archive could also be a distributed
entity such as a “cloud”-based archive. A cloud-based
archive can typically be accessed by many users over a
network such as the Internet, and allows those used to access
stored data from anywhere on the network.

An owner of an artifact, or an authorizing entity, may
store the artifact at an archive. When an archive is shared by
many users (e.g., an archive in a cloud environment), the
archive may be configured to enforce permission control for
accessing stored artifacts. In some implementations, the
owner may share the access of the artifact with one or more
users of the archive. When we say “access,” we mean any
action made by a user upon an artifact. Access could mean
reading data from an artifact, writing data to an artifact,
executing an artifact, changing the permissions of an arti-
fact, or other actions or combination of actions. In general,
the act of granting access or granting permission to access an
artifact is granting permission to perform one or more
actions upon the artifact. To control the access of the artifact
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by other users, the owner may set a permission attribute
associated with the artifact stored at the archive. The owner
may, for example, set the permission attribute using a file
management application. For example, the owner may set
the permission attribute such that only a particular user may
access the artifact. As another example, the owner may set
the permission attribute such that multiple users belonging
to a particular user group may access the artifact. As another
example, the owner may set the permission attribute as
publicly accessible, such that all users of the storage facility
may access the artifact. A particular artifact is “private” to a
user when the owner of the particular artifact does not set the
permission attribute associated with the particular artifact to
be accessible to other users.

The archive may be configured to enable users to browse
for artifacts. In some implementations, a user may browse
for artifacts stored at the archive using a file management
application. In some other examples, a user may browse for
artifacts using an artifact browse interface configured to
work with the various applications described above.
Through an application or an artifact browse interface, a user
may view and access artifacts that the user has permissions
to access. In some implementations, if a user does not have
permission to access a particular artifact, the particular
artifact is not presented to the user.

The artifacts stored at the archive may be indexed accord-
ing to one or more characteristics (e.g., name, date, owner,
type, etc.), and the archive may be configured to enable users
to conduct a search for these artifacts. In some implemen-
tations, a user may conduct a search for artifacts using a file
management application. In some other examples, a user
may conduct the search for artifacts using an artifact search
interface configured to work with the various applications
described above. Once the relevant artifacts are made avail-
able to the user, the user may browse the relevant artifacts.

In some implementations, these kinds of applications are
accessed using a web browser interface, a custom applica-
tion interface (e.g., a dedicated email application or a file
system interface of an operating system), a general use
mobile application (e.g., email application), a specialized
use mobile application (e.g., custom mobile application
written for use with a particular system), a search interface,
or another kind of interface.

In some examples, an artifact that is otherwise private can
be made available to a search engine based on a search
permission associated with the artifact. For example, a tag
can be added to an artifact to mark the artifact as accessible
by other users, or mark multiple artifacts as readable by
others users. As another example, artifacts can be tagged in
bulk through the use of directory naming conventions, e.g.,
all artifacts under a “public search” folder can be searched
by any user (but not browsable unless the search algorithm
has determined that the artifacts are relevant to the search).
As another example, when the search finds highly relevant
documents that the searching user does not have permission
to access, the system may send a message to the artifact
owner asking permission to permit the searching owner to
access the document.

When we use the term artifact we mean it in a very broad
sense, to include, for example, any fragment of data that
forms an electronic communication. Each type of commu-
nication application allows a user to create, send, receive,
view, manage and in other respects to use artifacts. We refer
to any of these types of activities and to any other use of
artifacts broadly as “interacting” with or “using” artifacts.
Any portion of data, such as any portion of an electronic
communication, can be an artifact. Anything sent and
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received by a user of one of the applications can be an
artifact. For example, an email message is an artifact. An
email message typically has a topic (sometimes denoted by
a “subject” field) and contains content written by a user
about the topic. An email message can also relate to multiple
topics. A portion that is less than all of an email can also be
an artifact.

An email message has at least one recipient, and may have
many recipients who are either individual users or groups of
users (e.g., a mailing list of users). An email message could
also contain multiple artifacts. For example, one portion of
an email message body could be an artifact, and another
portion (e.g., a portion relating to a different topic) could be
a different artifact. An attachment to the email message
could be yet another artifact, as could an in-line image
within the email message.

As another example, a posting on a social networking
service, or a portion of a posting, is an artifact. A posting on
a social networking service is typically composed by a user
and relates to a topic of interest by the user. The posting may
be available to all other users linked to the user, or the
posting may be available to only select users, or the posting
may be available to all users of the social networking
service, or the posting may be available to some other
category or categories of users.

As another example, a portion of a real-time conversation
is an artifact. For example, a real-time communication
system, such as an instant messaging system that enables
users to exchange short messages in real time, may be used
to facilitate and record a series of messages related to a topic
or multiple topics being discussed by users of the instant
messaging system. The conversation may be held between
two or more users; i.e., two or more users may participate in
a single conversation, sometimes referred to as a single
session. A transcript of messages exchanged in a single
session may include one or more artifacts. Each message
may be an artifact, or a portion of the conversation (e.g., a
portion relevant to a particular topic) or the entire conver-
sation may be an artifact.

Other types of data that can be artifacts include syndica-
tion feeds (e.g., RSS feeds), voice data or other kinds of
audio (e.g., recorded telephone calls, voice messages such as
voicemail, transcripts of a spoken conversation, audio feeds,
etc.), and video (recorded video calls, video mail or video
messages, security cameras, video feeds, etc.).

The categories of applications described as examples
here—email applications, social networking applications,
and file management applications, and other electronic com-
municating facilities, all provide interfaces by which useful
artifacts can be created, edited, sent, received, stored,
shared, managed, and otherwise used.

Each type of application may or may not be limited in the
features associated with its type. Typically, however, their
features are not entirely overlapping. For example, a social
networking application typically has some features that an
email application does not, and vice versa. However, all of
the applications that we have described (as well as other
types of applications not described here) provide features
that enable user interaction with and use of artifacts.

The system and techniques that we describe here can be
implemented to allow a user to interact with or use artifacts
that are created in different types of applications, including
artifacts first created by users in email applications; artifacts
first created by users in social networking applications, and
artifacts first created by users in file management applica-
tions, among other kinds of applications. The system and
techniques that we describe here can also be used to author
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artifacts, and those artifacts may be usable by an existing
system such as an email system, social networking system,
or file management system.

FIG. 1 is a block diagram of a system that allows users to
interact with artifacts first created using electronic commu-
nication applications. In the system, a communications
facility 100 communicates with data storage and communi-
cation systems 112, 122, 132 to send and receive artifacts.
Each of the data storage and communication systems 112,
122, 132 could be a server accessible on a network such as
the Internet (e.g., by way of a local area network, a mobile
telephone network, or another kind of network), or a portion
of a server, or a collection of servers. The data storage and
communication systems 112, 122, 132 may be accessible
using applications (e.g., executable applications that provide
user interfaces) running on client computer systems, work-
stations, mobile devices, etc. that can be used to author,
interact with, and use artifacts. The communications facility
100 can then make the artifacts available for users 150, 152
to interact with (we use the term interact broadly to include
any kind of use.)

The communications facility receives artifacts, such as
email messages 110, social networking communications
120, and data files 130. For example, the email messages 110
can be messages authored natively using protocols of an
email system 114 that operates using data storage formats
and communication formats compatible with one of the data
storage and communication systems 112. A data storage
format or communication format is said to be compatible
with a data storage and communication system if the data
storage and communication system is capable of (e.g.,
configured to) process data in the format. Some email
protocols include SMTP (sometimes referred to by one of
several “RFC” [Request For Comments| numbers, including
RFC 821, RFC 2821, and RFC 5321), IMAP (some versions
include RFC 3501), and POP3 (some versions include RFC
1081, RFC 1225, RFC 1460, RFC 1725, and RFC 1939).

The social networking communications 120 can be por-
tions of data authored natively using protocols of a social
networking service 124 that operates using data storage
formats and communication formats compatible with
another of the data storage and communication systems 122.
Some social networking services include FACEBOOK,
MYSPACE, TWITTER, LINKEDIN, and IBM SMART-
CLOUD.

The references to data files 130 can be portions of data
authored natively using protocols of a data management
system 134 that operates using data storage formats and
communication formats compatible with another of the data
storage and communication systems 132. Some data man-
agement systems include cloud-based data management
systems that provided distributed storage available over a
network, for example, systems such as DROPBOX and
BOX.NET.

When we refer to an artifact as having been authored, we
mean that at least some of the content of the artifact was
created by one or more users or devices. Typically this
means that a user provided the content as input into a user
interface. For example, a user may enter text using an input
device or copy existing text from another source and option-
ally modify it. The user may input or copy other kinds of
media such as images, audio, video, or any other kind of
data. Sometimes, content is generated by an automated
process. For example, a user may configure a device to
automatically record data. To name a few examples, the
device could be a video camera that automatically captures
video, or a telescope that automatically captures astronomi-
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cal data, a medical device that captures patient data, or
geolocation data indicating a physical location of a user or
a user device, or a transcription device that automatically
captures spoken audio and uses speech recognition to gen-
erate text. In these examples, the content is still said to be
authored by the user, even though the user did not directly
input the content. As another example, an administrator may
configure a device to automatically record data, and the
recorded data may be said to be authored by the device.

When we refer to an artifact authored natively in a
particular system, we mean that the content of the artifact
was generated using that system and in a manner and having
a form such that the system can use the artifact in its internal
processes. In some implementations, an artifact authored
natively in a system may have been authored by a user who
performed actions in a user interface provided by or com-
patible with the system. In some implementations, an artifact
authored natively in a system may have been generated in a
data format usable by the system. In some implementations,
the type of content contained in an artifact is determined by
the system in which the artifact was authored natively. For
example, artifacts authored natively in an email system may
be limited to text and attachments, for example, attachments
taking the form of data files or in-line data objects embedded
in the message body. As another example, artifacts authored
natively in a social network system may be limited to text
having certain limitations, e.g., a limitation on the number of
characters. As another example, artifacts authored natively
in a security system may be limited to recording sensor data
which includes image data, video data, and audio data.

Besides content authored by a user, each of the artifacts
110, 120, 130 typically contains metadata describing the
content. For example, an email message 110 may contain
metadata headers that specify the email address of the
author, the email addresses of the recipients, a subject line,
a source email server, a destination email server (e.g., if the
email message has been delivered), timestamps for events
such as receipt and delivery of the message, and other kinds
of data.

A social networking communication 120 may contain
metadata indicating the author of the communication, and
also may contain metadata indicating, for example, security
settings for the communication (e.g., who may or may not
view the communication), and may contain metadata indi-
cating user’s reactions to the communication. Some social
networking systems allow users to provide snap feedback a
communication. In some implementations, a user provides
snap feedback about a communication by indicating their
support for the communication, and the social networking
service can attach a list of supporters to the communication.
Other types of snap feedback other than support can also be
used. In some implementations, a user can approve of a
communication, disapprove of a communication, authorize a
communication, delegate or re-send a communication, or
provide another indication of the user’s position with regard
to the communication.

The example shown in FIG. 1 is a general example; the
data storage and communication systems 112, 122, 132
could have any of several relationships to the communica-
tions facility 100. In some implementations, the communi-
cations facility 100 and the data storage and communication
systems 112, 122, 132 are all operated by the same entity, for
example, the same service provider. In this example, the data
storage and communication systems 112, 122, 132 represent
systems established by the service provider to provide users
with different techniques for providing artifacts 110, 120,
130 to the communications facility 100.
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FIG. 2 shows a block diagram of an example storage
technique used by the communications facility 100. In this
example, the communications facility 100 assigns artifacts
to one or more data archives 210a-d. Data archives 210a-d
are defined as logically separated collections of data. A data
archive 210a-d need not be defined by physical constructs
such as data storage devices. A data archive 210a-d enables
multiple users to interact with artifacts using a variety of
interfaces (e.g., the interfaces 140, 142 shown in FIG. 1) that
each provides similar features. The features can include
collaborative features, for example, features that allow mul-
tiple users to interact with the same artifact. When two or
more users interact with the same artifact, the artifact can be
said to be shared between the two users.

In some implementations, an artifact is assigned to or
contained in a data archive by storing data that references to
or represents the artifact in the data archive 210a-d. For
example, a data archive 210a-d may store a reference usable
to access content of an artifact. The data archive 210a-d
itself need not store the actual content of artifacts assigned
to it, although in some implementations it can store content
of artifacts.

In some implementations, each data archive 210a-d stores
artifacts related to a common source. For example, a data
archive 210a may contain artifacts 220a-d each having been
identified as relevant to an attribute associated with the data
archive 210q. In some implementations, some or all of the
artifacts 220a-d are identified to be relevant to an attribute
associated with the data archive 210a based on an explicit
identifier in the artifacts. For example, the artifacts 220a-d
may contain a metadata field indicating a domain of the
sender that is associated with the data archive 210a. In some
implementations, some or all of the artifacts 220a-d are
identified to be relevant to an attribute associated with the
data archive 210a based on an analysis of the content of the
artifacts. For example, the communications facility 100 can
identify particular portions of text contained in the artifacts
220a-d and make inferences about the relevance of the
artifacts 220a-d based on the identified text.

In some implementations, a data archive 210a-d could be
a database table, or a collection of database tables, or a
portion of a database table, or another kind of data storage
mechanism. In some implementations, a data archive 210a-d
could be a file system used by a computer operating system.
In some implementations, a data archive 210a-d may be
stored on a server or collection or servers (e.g., a cloud-
based archive) as a combination of database tables contain-
ing metadata about artifacts, including references to the
artifacts stored on the server or collection or servers, or
stored by another facility such as a data archive, or refer-
ences to media of other types, e.g., references to printed
copies of the artifacts in a storage facility. Artifacts could be
stored among many different systems and different types of
systems.

In some implementations, a data archive 210a-d could be
created by a user of the communications facility 100. In
some implementations, a data archive 210a-d could be
created by the communications facility 100, for example,
automatically generated. One or more users can then add
artifacts 220a-d to the data archive 210a-d.

In some implementations, an artifact may be contained in
multiple data archives 210a-d. For example, an artifact 220a
may relate to multiple topics, and so the artifact 220a can be
stored or pointed to by data archives 210a-d each associated
with one of the topics.

The communications facility 100 could be configured to
identify topics of artifacts 220a-d in any of several kinds of
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contexts. The communications facility 100 can also auto-
matically populate data archives 210a-d with artifacts
220a-d based on topics identified as relevant to the artifacts
220a-d. The data archives 210a-d can be updated to include
new artifacts as new artifacts are generated or discovered, a
process sometimes called dynamic population. The commu-
nications facility 100 can also automatically create a data
archive 210a-d based on an identification of a common topic
among artifacts. One or more sources of data (e.g., an email
archive) can be used to automatically create and populate a
data archive 210a-d.

Artifacts can be arranged in a data archive 210q in the
form of a hierarchy 215. For example, one artifact 220¢ may
be below another artifact 220a in the hierarchy. In turn,
another artifact 2204 may be below that artifact 220c¢ in the
hierarchy. In some implementations, artifacts may be
arranged in the hierarchy based on the date and time at
which an artifact was created, or based on a priority assigned
to the artifact, or based on a security level assigned to the
artifact, or based on other information. In some other
implementations, a hierarchy may be defined by a directory
structure of the communications facility 100 or the data
archive 210a, where artifacts in a particular directory belong
to the same level in the hierarchy.

In some implementations, an authorizing entity using the
communications facility 100 may define permission attri-
butes for artifacts in a hierarchy, where the permission
attributes determine which other entities may access which
artifacts associated with the communications facility 100.
For example, the hierarchy 215 includes three levels of
artifacts 220a, 220c¢, and 2204 to which other entities may
access. In some implementations, one or more entities, or
one or more groups of entities that use the communications
facility 100 may be permitted to access artifacts belonging
to a particular level of the hierarchy as defined by the
authorizing entity.

In the hierarchy 215, an entity permitted to access a
particular level is authorized to access artifacts associated
with the same level as well as artifacts associated with levels
below. For example, a first entity that is permitted to access
the first and highest level of the hierarchy 215 is authorized
to access the artifact 220a as well as the artifacts 220c and
2204 that are associated with the second and third levels,
respectively. As another example, a second entity that is
permitted to access the second level of the hierarchy 215 is
authorized to access the artifact 220¢ associated with the
second level as well as the artifact 2204 associated with the
third level. However, the second entity is not authorized to
access the artifact 220q associated with the first (i.e., higher)
level. A third entity that is permitted to access the third level
of the hierarchy 215 is authorized to access the artifact 2204
associated with the third level and not artifact 220a or 220c.
In some implementations, the second entity and the third
entity may gain access to the other artifacts associated with
a higher level (e.g., artifact 220a) through an authorization
process with the authorizing entity, such as the interaction
shown in FIG. 3C.

Permissions may be set up in other ways. In some
implementations, permissions may be assigned according to
ranks or roles within an organization rather than just accord-
ing to a hierarchy. For example, each member of a sales staff
may be authorized to access artifacts created by other
members of the sales staff, but may not access artifacts
created by members of the management staff. In some
implementations, permissions may be assigned to an entity
based on factors other than the entity’s position in a hier-
archy. For example, an entity associated with a low hierar-
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chical level (e.g., a security guard in a corporate building)
may be given access to some or all artifacts normally only
accessible to entities higher in the hierarchy based on a
special status (e.g., the security guard being on duty) of the
entity. In some implementations, permissions may be
assigned according to activities assigned to an entity. For
example, a member of an organization who works on a
particular project or handles a particular customer may be
authorized to access the artifacts relating to that particular
project or that particular customer regardless of hierarchy
levels. Other types of authorization are possible.

The communications facility 100 has a network interface
module 230 that allows the communications facility 100 to
interact with other resources 234 available on a network 232
(e.g., alocal area network, a wide area network, the Internet,
or another kind of network). The resources may be other
communications systems such as email systems, social
networking services, and data storage systems. The network
interface module 230 may be a combination of software and
hardware. In some implementations, the network interface
module 230 includes an application program interface (API)
that enables the communications facility 100 to access
systems such as the systems 114, 124, 134 shown in FIG. 1.

The communications facility 100 also has a user interface
240 that enables users of the communications facility 100 to
interact with the artifacts 220a-d assigned to the data
archives 210a-d. For example, the user interface 240 may
enable users to use one of the interfaces 140, 142 shown in
FIG. 1. The user interface 240 may be a combination of
hardware and software.

FIG. 3A shows a block diagram of an example system 300
that provides artifacts stored at a communications facility
100 to an entity 311 (e.g., a user) browsing for artifacts. In
some examples, when the entity 311 browses for artifacts,
the communications facility 100 communicates, to the entity
311, information about any artifacts that the entity 311 has
access to (e.g., artifacts owned by the entity 311, artifacts
identified by their permission attributes as accessible to the
entity 311, or artifacts identified by their permission attri-
butes as publicly accessible.) The system 300 includes
interactions between the communications facility 100, an
entity 311, and an authorizing entity 351. Multiple artifacts
are stored at one or more archives of the communications
facility 100, including public artifacts 321a-n, and private
artifacts 331, 332, 333, and 341a-m. The archives may be
one or more of data archives 210a-d as described in FIG. 2.

FIG. 3A also illustrates an example flow of data, shown in
stages (A) to (C). Stages (A) to (C) may occur in the
illustrated sequence, or they may occur in a sequence that is
different than in the illustrated sequence. In some imple-
mentations, one or more of the stages (A) to (C) may occur
offline, where the communications facility 100 may perform
computations when some entities are not connected to the
communications facility 100.

During stage (A), the entity 311 browses for artifacts
stored, or archived, at the communications facility 100. In
some implementations, the browsing may be performed
using a user interface (e.g., user interface 240).

During stage (B), the communications facility 100
receives a list of artifacts stored in an archive, and identifies,
among the list of artifacts, a set of artifacts each having a
permission attribute indicating that the respective artifact is
accessible to the entity 311. Here, in response to the brows-
ing initiated by the entity 311, the communications facility
100 identifies that public artifacts 321a-r are accessible by
the entity 311, whereas private artifacts 331, 332, 333, and
341a-m are not accessible by the entity 311.
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In general, a public artifact is an artifact having a per-
mission attribute that indicates the artifact may be accessed
by any entity, e.g., any entity using the communications
facility 100. In some implementations, the permission attri-
bute may be “read, write, execute” permissions (e.g., per-
missions for a user or category of users to read data
associated with the artifact, write associated with an indi-
vidual artifact stored at a file system. In some implementa-
tions, the permission attribute may be represented by a
permission value where an artifact is not accessible if the
permission value is below a threshold value. For example, a
threshold value to read an artifact may be “N,” where N is
an integer number, and an entity would not be able to read
the artifact if the entity’s permission attribute associated
with the artifact is below N. In some implementations, the
permission attribute may be associated with a directory,
where all artifacts stored in a particular directory are
assigned with the permission attribute associated with the
particular directory. For example, all artifacts stored in a
“public directory” may be designated as public artifacts,
which are accessible by any entity using the communica-
tions facility 100. In some implementations, the permission
attribute may be associated with a particular archive, where
all artifacts stored in the archive are assigned with the
permission attribute associated with the particular archive.
For example, artifacts associated with a particular topic may
be stored at a specific data archive (e.g., 210a-d) that is
configured to be public accessible. Here, public artifacts
321a-n are accessible by any entity using the communica-
tions facility 100, including the entity 311. In some
examples, a public artifact may be accessed in some ways
but not others, depending on its permissions. For example,
a public artifact may be readable by all users but not
writeable by all users.

In general, a private artifact is an artifact that has a
permission attribute indicating the artifact is accessible only
by entities that satisfy the permission attribute of the artifact.
In some implementations, an artifact may be configured as
a private artifact by the authorizing entity that defines the
permission attribute of the artifact. In some implementa-
tions, all artifacts stored in a particular directory may be
configured as private artifacts by modifying the permission
attribute associated with the particular directory. In some
implementations, all artifacts stored in a particular archive
may be configured as private artifacts by modifying the
permission attribute associated with the particular archive.
In some implementations, the permission attribute associ-
ated with a particular level of a hierarchy may be defined,
such that all artifacts associated with the particular level and
any levels below are configured as private artifacts. Some of
the private artifacts 331, 332, 333 shown in FIG. 3A are
configured as private artifacts by the authorizing entity 351,
and the other private artifacts 341a-m are configured as
private artifacts by other authorizing entities not shown in
this figure.

During stage (C), the set 362 of public artifacts 321a-» are
provided to the entity 311 for browsing. Using the user
interface, the entity 311 then may, for example, read, edit,
overwrite, delete, copy, or process the content of the public
artifacts 321a-» to the extent permitted by the permission
attributes associated with each of the public artifacts 321a-n.
When we say “processing the content of an artifact,” we
mean taking one or more actions permitted by the permis-
sion attributes on the content of the artifact.

FIG. 3B shows a block diagram of an example system 300
that provides artifacts stored at a communications facility
100 to an entity 311 searching for artifacts. In general, the
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communications facility 100 may provide a set of artifacts to
the entity 311, such that the set of artifacts include artifacts
that the entity 311 has access to, as well as artifacts that
satisfy a threshold responsiveness value, according to the
search query issued by the entity 311. For example, the
communications facility 100 may include search engine
functionality. In some examples, the communications facil-
ity 100 includes a search engine (e.g., as a component or
module or the communications facility 100). In some
examples, the communications facility 100 communicates
with a search engine, e.g., a search engine accessible to the
communications facility 100 on a network. The threshold
responsiveness value may be defined by the authorizing
entities of artifacts, the administrator of the communications
facility 100, the search algorithm being used, or any com-
bination thereof.

FIG. 3B also illustrates an example flow of data, shown in
stages (E) to (H). Stages (E) to (H) may occur in the
illustrated sequence, or they may occur in a sequence that is
different than in the illustrated sequence. In some imple-
mentations, one or more of the stages (E) to (H) may occur
offline, where the communications facility 100 may perform
computations when some entities are not connected to the
communications facility 100.

During stage (E), the entity 311 searches for artifacts
stored at the communications facility 100. In some imple-
mentations, the search may be performed using a user
interface (e.g., user interface 240). Here, the entity 311
submits a search query 353 to the communications facility
100 using the user interface to search for artifacts that satisty
the search query.

During stage (F), the communications facility 100
receives the search query 353, and conducts a search using
a search algorithm. In some implementations, the commu-
nications facility 100 may conduct the search on public
artifacts and private artifacts. Here, the communications
facility 100 conducts the search based on the search query
353, and receives a list 363 of artifacts 321a, 321¢, 341a,
3415, and 341e that are responsive to the search query 353
issued by the entity 311. In some implementations, the
search query 353 is provided to a search engine that executes
a search of artifacts based on the search query 353. For
example, the search engine (which may be a component or
module of the communications facility 100) may identify the
artifacts that are responsive to the search query 353 issued
by the entity 311.

In some implementations, each artifact may be assigned a
responsiveness score that is determined (e.g., based on a
search algorithm, such as a search algorithm used by a
search engine) based on the relevance of each artifact to the
search query 353. For example, a responsiveness score may
be assigned to an artifact based in part on a number of
keywords in the artifact that match the query terms. As
another example, a responsiveness score may be assigned to
an artifact based in part on a popularity of the artifact. As
another example, a responsiveness score may be assigned to
an artifact based in part on a creation date of the artifact. As
another example, a responsiveness score may be assigned to
an artifact based in part on a data type (e.g., email, picture,
etc.) of the artifact. Here, the responsiveness scores for the
artifacts 321a, 321¢, 341a, 3415, and 341e are 0.8, 0.7, 0.5,
0.8, and 0.9, respectively. A higher responsiveness score
indicates that the respective artifact is more responsive to the
search query than artifacts with a lower responsiveness
score.

During stage (G), the communications facility 100 iden-
tifies, among the list of artifacts, a set of artifacts each
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having a permission attribute indicating that the respective
artifact is accessible to the entity 311 when the respective
artifact is responsive, above a threshold responsiveness
value, to the search query 353 issued by the entity 311.

In some implementations, the communications facility
100 may enable authorizing entities to define one or more
new properties associated with a permission attribute. For
example, to enhance information sharing in permission-
protected archives, a “search permission” may be defined to
identify private artifacts that are only accessible by another
entity if a search algorithm has determined that these private
artifacts to be highly relevant to a search performed by the
entity.

In some implementations, an archive may store a portion
of data associated with a permission attribute, the permis-
sion attribute indicating one or more of several permission
states, the permission states including a) making the portion
of data available to an entity when the entity is browsing a
file system, and b) making the portion of data available to an
entity when the entity performs a search query to which the
portion of data is responsive. For example, the communi-
cations facility 100 may assign a relevance score to some or
all of the artifacts stored in the archive based on the search
(e.g., based on a search algorithm applied to the artifacts). A
more relevant artifact (e.g., more responsive to the search
than other artifacts) may receive a higher relevance score
than a less relevant artifact. In some implementations, the
relevance score of an artifact may be used as the permission
attribute associated with the artifact. In some implementa-
tions, the relevance score of an artifact may be combined
with the permission value of the permission attribute asso-
ciated with the artifact to generate a new permission value
associated with the artifact.

In some implementations, a tag can be added to an artifact
to mark an artifact, or multiple artifacts, as searchable by
other entities. For example, a tag may be added to the
metadata of an artifact (e.g., a header field of an email, or an
inode of a file in a directory on a storage system) to indicate
that the permission attribute of the artifact includes a search
permission. In some implementations, artifacts can be
tagged in bulk through the use of directory naming conven-
tions. For example, all artifacts under a “public search”
folder can be searched by any entity, but not browsable
unless the search algorithm has determined that the artifacts
are relevant to the search.

In some implementations, the communications facility
100 may receive, from an owner of a particular artifact, a
request to modify a permission attribute of the particular
artifact. For example, a user may indicate in a user interface
that an artifact can be accessed by other users performing a
search, and, in some examples, the user may also indicate a
threshold relevance above which the artifact can be accessed
if the artifact is responsive to a search. The communications
facility 100 may then modify the permission attribute of the
particular artifact, where the modified permission attribute
indicates that the particular artifact is accessible to the entity
when the particular artifact is responsive, above the thresh-
old responsiveness value, to the search query issued by the
entity.

In some implementations, the communications facility
100 may receive, from an owner of multiple artifacts sharing
a common attribute, a request to modify a permission
attribute of the multiple artifacts. The communications facil-
ity 100 may then modify the permission attribute of the
multiple artifacts, where the modified permission attribute
indicates that one or more artifacts of the multiple artifacts
are accessible to the entity when the one or more artifacts are



US 11,163,898 B2

15

responsive, above the threshold responsiveness value, to the
search query issued by the entity. For example, the common
attribute may include an artifact folder (e.g., a folder con-
taining the artifacts) searchable by the entity.

The communications facility 100 may identify, among the
list of artifacts, an initial set of artifacts each having a
permission attribute indicating that the respective artifact is
not accessible to the entity. Here, the communications
facility 100 identifies that private artifacts 341a, 3415, and
341e are not accessible to the searching entity 311.

The communications facility 100 may then determine that
one or more artifacts of the initial set of artifacts are
responsive, above the threshold responsiveness value, to the
search query. In some implementations, the threshold
responsiveness value is a numerical value defined by the
communications facility 100. In some implementations, the
threshold responsiveness value is defined by the authorizing
entities of the private artifacts. In some implementations, the
threshold responsiveness value is defined by the search
algorithm. For example, the threshold responsiveness value
for a particular artifact may be defined by the ranking of the
artifact in the search results generated by the search algo-
rithm. In some implementations, the threshold responsive-
ness value is defined based on a permission value associated
with the permission attribute. Here, the threshold respon-
siveness value is defined as 0.6. In this way, any artifact
having a responsiveness value of 0.6 with respect to a
particular search (e.g. a search of artifacts performed by a
search engine in response to a search query) can be made
known or accessible to a searching entity.

The threshold value need not be an integer value, but
could be another value such as a rating or grading system.
For example, a search system may rate search results accord-
ing to a number of stars, from one to five stars (or different
colors of stars, such as red, yellow, and green), each repre-
senting a degree of responsiveness. In this example, the
threshold value could be a minimum number of stars (or one
or more colors of stars, such as yellow and green).

In some implementations, the communications facility
100 may determine whether a particular artifact of the list of
artifacts meets or exceeds the threshold responsiveness
value, the determination based on a responsiveness score
determined by a search engine to which the search query was
provided. Here, the communications facility 100 determines
that private artifacts 3415 and 341e have responsiveness
scores that are higher than the threshold responsiveness
value of 0.6.

In response to determining that the one or more artifacts
are responsive, above the threshold responsiveness value, to
the search query, the communications facility 100 may
identify the one or more artifacts as the set of artifacts each
having a permission attribute indicating that the respective
artifact is accessible to the entity. Here, the communications
facility 100 identifies that private artifacts 3415 and 341e
have a responsiveness scores that are higher than the thresh-
old responsiveness value of 0.6, and therefore the commu-
nications facility 100 may make artifacts 3415 and 341e as
accessible to the searching entity 311.

During stage (H), a set 364 of artifacts 321a, 321c¢, 3415,
and 341e are provided to the searching entity 311. In some
implementations, pointers (e.g., references, such as data
indicating a storage address of other data) to the artifacts
321a, 321c¢, 3415, and 341e may be provided to the search-
ing entity 311. Using the user interface, the searching entity
311 then may read, edit, overwrite, delete, copy, or process
the content of the relevant artifacts to the extent permitted by
the permission attributes associated with these artifacts.
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FIG. 3C shows a block diagram of an example system 300
that requests permission to provide artifacts stored at a
communications facility 100 to a user entity 311 searching
for artifacts. In general, when the communications facility
100 identifies highly relevant artifacts (e.g., relevant above
a threshold) that the searching entity 311 does not have
permission to access, the communications facility 100 may
send a message to the authorizing entity 351 of a highly
relevant private artifact asking permission to permit the
searching entity 311 to access the private artifact.

FIG. 3C also illustrates an example flow of data, shown in
stages (I) to (N). Stages (I) to (N) may occur in the illustrated
sequence, or they may occur in a sequence that is different
than in the illustrated sequence. In some implementations,
one or more of the stages (I) to (N) may occur offline, where
the communications facility 100 may perform computations
when some entities are not connected to the communications
facility 100.

During stage (I), the entity 311 searches for artifacts
stored at the communications facility 100. In some imple-
mentations, the search may be performed using a user
interface (e.g., the user interface 240 shown in FI1G. 2). Here,
the entity 311 submits a search query 373 to the communi-
cations facility 100 using the user interface to search for
artifacts that satisfy the search query.

During stage (J), the communications facility 100
receives the search query 373, and conducts a search using
a trusted search algorithm. Here, the communications facil-
ity 100 conducts the search based on the search query 373,
and receives a list 365 of artifacts 3215, 321c¢, 331, 332, and
3415 that have been responsive to the search query 373
issued by the entity 311. The communications facility 100
may determine that the authorizing entity 351 has defined
the permission attribute of the private artifact 331 and 332
in a way that the communications facility 100 is required to
send an access request to the authorizing entity 351 before
granting access to another entity.

During stage (K), the communications facility 100 iden-
tifies a set of artifacts responsive, above a threshold respon-
siveness value, to the search query 373 issued by the entity
311 before sending the access request 375 to the authorizing
entity 351. Here, the communications facility 100 deter-
mines that artifacts 3215, 321c¢, 331, 332, and 3415 all have
a responsiveness score that are higher than the threshold
responsiveness value of 0.6.

During stage (L), the communications facility 100 may
make a request to a second entity to give permission to the
entity to access a particular artifact of the set of artifacts, the
second entity identified as an owner of the particular artifact.
Here, the communications facility 100 sends an access
request 375 to the authorizing entity 351 identifying the
private artifacts 331 and 332, and requesting that the autho-
rizing entity 351 grant access to the private artifacts 331 and
332. In some implementations, the access request 375 may
identify the searching entity 311 that the communications
facility 100 will be granting access to, so that the authorizing
entity 351 can decide whether or not it is appropriate for the
searching entity 311 to have access to private artifacts 331
and 332. In some implementations, the access request 375
may be an email sent to the authorizing entity 351, or a SMS
message sent to the authorizing entity 351, or another type
of communication.

During stage (M), if the authorizing entity 351 decides to
grant access, he can respond to the access request 375 by
sending to the communications facility 100 an access per-
mission authorization granting access to the private artifact.
For example, the access permission authorization may be the
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form of an email, may take the form of a response option in
a web page linked to by the access request 375, or may take
another form. Here, the authorizing entity 351 decides to
grant access of the private artifact 331, but decides to deny
access of the private artifact 332 to the searching entity 311.

In some implementations, the communications facility
100 receives a response from the authorizing entity granting
the permission to the searching entity to access the particular
artifact, and makes the particular artifact available to the
entity. Here, the authorizing entity 351 grants access of the
private artifact 331 to the searching entity 311, and the
communications facility 100 makes the private artifact 331
available to the searching entity 311.

In some implementations, the communications facility
100 receives a response from the authorizing entity denying
the permission to the searching entity to access the particular
artifact; and removes the particular artifact from the set of
artifacts. Here, the authorizing entity 351 denies access of
the private artifact 332 to the searching entity 311, and the
communications facility 100 removes the private artifact
332 from the set 365 of artifacts.

During stage (N), a set 366 of artifacts 3215, 321¢, 331,
and 3415 are provided to the searching entity 311. Using the
user interface, the entity 311 then may read, edit, overwrite,
delete, copy, or process the content of the relevant artifacts
to the extent permitted by the permission attributes associ-
ated with these artifacts.

FIG. 3D illustrates an example access request 375. The
access request 375 may include a header portion 381 and a
body portion 382. In some implementations, the header
portion 381 may include the “From” header indicating the
identity of the sending entity of the access request 375, the
“To” header indicating the identity of the recipient of the
access request 375, the “Subject” header indicating the topic
of the access request 375. Here, the access request 375 is
sent from the Automated Search Robot, which may be the
communications facility 100. The access request 375 is sent
to the authorizing entity 351, and the subject indicates “Can
we help User 311?77

In some implementations, the body portion 382 of the
access request 375 may include a brief description of the
request, a link 383 for the authorizing entity 351 to review
the private artifact 331, and click-buttons 384, 385, 386, and
387 for responding to the access request 375. In some
implementations, a response may be generated after the
authorizing entity 351 clicks on one of the click-buttons 384,
385, 386, 387. Here, four response options are presented to
the authorizing entity 351.

If the authorizing entity 351 clicks on the click-button
384, a response is sent to the communications facility 100
indicating that the authorizing entity 351 has granted the
entity 311 access to the private artifact 331. In response, the
communications facility 100 makes the private artifact 331
available to the entity 311.

If the authorizing entity 351 clicks on the click-button
385, a response is sent to the communications facility 100
indicating that the authorizing entity 351 has granted the
entity 311 access to any private artifacts of the authorizing
entity 351 that are responsive, above the threshold respon-
siveness value, to search queries issued by the entity 311. In
response, the communications facility 100 makes the private
artifact 331 available to the entity 311, and if the entity 311
issues subsequent queries that result in private artifacts of
the authorizing entity 351 that are responsive, above the
threshold responsiveness value, the communications facility
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100 could make those private artifacts available to the entity
311 without sending another access request to the authoriz-
ing entity 351.

If the authorizing entity 351 clicks on the click-button
386, a response is sent to the communications facility 100
indicating that the authorizing entity 351 has denied the
entity 311 access to the private artifact 331. In response, the
communications facility 100 may remove the private artifact
331 from the set of artifacts accessible to the entity 311.

If the authorizing entity 351 clicks on the click-button
387, a response is sent to the communications facility 100
indicating that the authorizing entity 351 has denied the
entity 311 access to all private artifacts of the authorizing
entity 351, and the communications facility 100 may not
send another access request to the authorizing entity 351
when the entity 311 issues subsequent search queries. In
response, the communications facility 100 may remove the
private artifact 331 from the set of artifacts accessible to the
entity 311, and the communications facility 100 would not
make any private artifacts of the authorizing entity 351
available to the entity 311 in subsequent search queries
issued by the entity 311, even if those private artifacts are
responsive above the threshold responsiveness value.

In some implementations, the access request 375 may
include other types of buttons. For example, the access
request 375 could include a “delegate” button that enables
the authorizing entity 351 to delegate the decision to another
entity. As another example, the access request 375 could
include a “second opinion” button that enables the autho-
rizing entity 351 to obtain input about the decision from
another entity. Other options are also possible.

FIG. 4 illustrates example headers in an electronic mes-
sage 400. The headers in the electronic message 400 may be
generated by an authorizing entity, by an application used by
the authorizing entity, or by the communications facility
100. Some example headers include the “From™ header 402
indicating the identity of the sending entity of the electronic
message 400, the “To” header 404 indicating the identity of
the recipient of the electronic message 400, the “Subject”
header 406 indicating the topic of the electronic message
400, and the “MIME-Version” header 408 indicating the
MIME version used by the system generating the electronic
message 400. The “Permission” header 410 may indicate
that the electronic message 400 is only accessible by another
entity if a search algorithm used by the communications
facility 100 has determined that the electronic message 400
to be highly relevant to a search performed by the entity. The
“Permission_Request” header 412 may indicate that the
communications facility 100 is required to send the autho-
rizing entity an access request before granting permission to
another entity to access the electronic message 400.

FIG. 5A is a flow chart illustrating an example process
500 for identifying artifacts accessible to an entity in
response to a search query issued by the entity. In general,
the process 500 receives a search query from an entity for
artifacts that satisfy the search query, and provides a set of
artifacts that satisfy the search query and the permission
attributes. The process 500 can be performed by a computer
system comprising one or more computers, for example, the
communications facility 100 as shown in FIG. 1.

The system receives a list of artifacts stored in an archive,
the artifacts being responsive to a search query issued by an
entity (502). In some implementations, the system may
conduct the search on public artifacts and private artifacts.
In some implementations, each artifact may be assigned a
responsiveness score based on the relevance of each artifact
to the search query.
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The system identifies, among the list of artifacts, a set of
artifacts each having a permission attribute indicating that
the respective artifact is accessible to the entity when the
respective artifact is responsive, above a threshold respon-
siveness value, to the search query issued by the entity (504).
In some implementations, the system may enable authoriz-
ing entities to define one or more new properties associated
with a permission attribute. For example, a search permis-
sion may be defined to identify private artifacts that are only
accessible by another entity if a search algorithm has deter-
mined that these private artifacts to be highly relevant to a
search performed by the entity.

In some implementations, an archive may store a portion
of data associated with a permission attribute, such that the
permission attribute indicates one or more of several per-
mission states. The permission states can include a) making
the portion of data available to an entity when the entity is
browsing a file system, and b) making the portion of data
available to an entity when the entity performs a search
query to which the portion of data is responsive. For
example, the system may assign a relevance score to each
artifact stored in the archive based on the search. In some
implementations, the relevance score of an artifact may be
used as the permission attribute associated with the artifact.
In some implementations, the relevance score of an artifact
may be combined with the permission value of the permis-
sion attribute associated with the artifact to generate a new
permission value associated with the artifact. In some imple-
mentations, a tag can be added to an artifact to mark an
artifact, or multiple artifacts, as searchable by other entities.
In some implementations, artifacts can be tagged in bulk
through the use of directory naming conventions.

In some implementations, the system may identify, among
the list of artifacts, an initial set of artifacts each having a
permission attribute indicating that the respective artifact is
not accessible to the entity. The system may further deter-
mine that one or more artifacts of the initial set of artifacts
are responsive, above the threshold responsiveness value, to
the search query. In response to determining that the one or
more artifacts are responsive above the threshold respon-
siveness value to the search query, the system may identity
the one or more artifacts as the set of artifacts each having
a permission attribute indicating that the respective artifact
is accessible to the entity. In some implementations, the
artifact may be an electronic message and the permission
attribute may be a header field of the electronic message.

In some implementations, the system may determine
whether a particular artifact of the list of artifacts meets or
exceeds the threshold responsiveness value. The determina-
tion is based on a responsiveness score determined by a
search engine to which the search query was provided. In
some implementations, the system may determine the
threshold responsiveness value based on a permission value
associated with the permission attribute.

FIG. 5B is a flow chart illustrating an example process
501 for requesting permission for an entity to access an
artifact in response to a search query issued by the entity.
The process 501 can be performed by a computer system
comprising one or more computers, for example, the com-
munications facility 100 as shown in FIG. 1.

The system makes a request to an authorizing entity to
give permission to the first entity to access a particular
artifact of the set of artifacts (506). For example, the second
entity may be an owner of the particular artifact. In some
implementations, the request may identify the searching
entity that the system will be granting access to, so that the
authorizing entity can decide whether or not it is appropriate
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for the searching entity to have access to the particular
artifact. In some implementations, the request may be an
email sent to the authorizing entity, or a SMS message sent
to the authorizing entity, or another type of communication.
In some examples, the request could be a telephone call to
the authorizing entity, for example, an automated telephone
call.

The system receives a response from the authorizing
entity (508). The system determines, based on the response,
whether a permission has been granted by the authorizing
entity (510). In some implementations, the system may
receive a response from the authorizing entity granting the
permission to the entity to access the particular artifact, and
make the particular artifact available to the entity (512). In
some implementations, the system may receive a response
from the second entity denying the permission to the entity
to access the particular artifact, and remove the particular
artifact from the set of artifacts (514).

In some implementations, the system may receive, from
an owner of a particular artifact, a request to modify a
permission attribute of the particular artifact. The system can
then modify the permission attribute of the particular arti-
fact. In some examples, the modified permission attribute
indicates that the particular artifact is accessible to other
entities when the particular artifact is responsive, above the
threshold responsiveness value, to the search query issued
by the entity. In some implementations, the system may
receive, from an owner of multiple artifacts sharing a
common attribute (e.g., artifacts all stored in the same
directory of a storage system), a request to modify a per-
mission attribute of the multiple artifacts, and the system
may modify the permission attribute of the multiple arti-
facts, where the modified permission attribute indicates that
some of the artifacts are accessible to the entity when the one
or more artifacts are responsive, above the threshold respon-
siveness value, to the search query issued by the entity. The
common attribute may be the presence of the artifacts in an
artifact folder (e.g., a collection of artifacts, such as the
directory on a file system) searchable by the entity.

In some implementations, the system may make the set of
artifacts available to the entity. Using a user interface, the
entity then may read, edit, overwrite, delete, copy, or process
the content of the relevant artifacts as permitted by the
permission attributes associated with these artifacts.

FIG. 5C is a flow chart illustrating an example process
520 for receiving a request for an entity to access an artifact
in response to a search query issued by the entity. The
process 520 can be performed by a computer system com-
prising one or more computers, for example, the authorizing
entity 351 as shown in FIG. 3C.

The system receives a request to give permission to a
searching entity to access a particular artifact of the set of
artifacts (521). For example, the request may be sent by the
communications facility 100. In some implementations, the
request may identify the searching entity that the system will
be granting access to. In some implementations, the request
may be an email, or a SMS message, or another type of
communication.

The system sends a response by the authorizing entity
(523). The system sends a response indicating whether a
permission has been granted by the authorizing entity. In
some implementations, the system may send a response
granting the permission to the searching entity to access the
particular artifact, and make the particular artifact available
to the searching entity. In some implementations, the system
may send a response denying the permission to the searching
entity to access the particular artifact.
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In some implementations, the system may send a request
to modify a permission attribute of the particular artifact. In
some examples, the modified permission attribute indicates
that the particular artifact is accessible to other entities when
the particular artifact is responsive, above the threshold
responsiveness value, to the search query issued by the
entity. In some implementations, the system may send a
request to modify a permission attribute of multiple artifacts
sharing a common attribute (e.g., artifacts all stored in the
same directory of a storage system), where the modified
permission attribute indicates that some of the artifacts are
accessible to the entity when the one or more artifacts are
responsive, above the threshold responsiveness value, to the
search query issued by the entity. The common attribute may
be the presence of the artifacts in an artifact folder search-
able by the entity.

In some implementations, the system may send a response
making the set of artifacts available to the entity. Using a
user interface, the entity then may read, edit, overwrite,
delete, copy, or process the content of the relevant artifacts
as permitted by the permission attributes associated with
these artifacts.

FIG. 6 is a block diagram of an example computer system
600. For example, referring to FIG. 1, the communications
facility 100 or a server forming a portion of the communi-
cations facility 100 could be an example of the system 600
described here, as could a computer system used by any of
the users who access resources of the communications
facility 100. The system 600 includes a processor 610, a
memory 620, a storage device 630, and an input/output
device 640. Each of the components 610, 620, 630, and 640
can be interconnected, for example, using a system bus 650.
The processor 610 is capable of processing instructions for
execution within the system 600. In some implementations,
the processor 610 is a single-threaded processor. In some
implementations, the processor 610 is a multi-threaded
processor. In some implementations, the processor 610 is a
quantum computer. The processor 610 is capable of pro-
cessing instructions stored in the memory 620 or on the
storage device 630. The processor 610 may execute opera-
tions such as creating and maintaining data archives 210a-d
(FIG. 2).

The memory 620 stores information within the system
600. In some implementations, the memory 620 is a com-
puter-readable medium. In some implementations, the
memory 620 is a volatile memory unit. In some implemen-
tations, the memory 620 is a non-volatile memory unit.

The storage device 630 is capable of providing mass
storage for the system 600. In some implementations, the
storage device 630 is a computer-readable medium. In
various different implementations, the storage device 630
can include, for example, a hard disk device, an optical disk
device, a solid-date drive, a flash drive, magnetic tape, or
some other large capacity storage device. In some imple-
mentations, the storage device 630 may be a cloud storage
device, e.g., a logical storage device including multiple
physical storage devices distributed on a network and
accessed using a network. In some implementations, the
storage device may store long-term data, such as the artifacts
220a-d assigned to data archives 210a-d, as well as data
representing the data archives 210a-d. The input/output
device 640 provides input/output operations for the system
600. In some implementations, the input/output device 640
can include one or more of a network interface devices, e.g.,
an Ethernet card, a serial communication device, e.g., an
RS-232 port, and/or a wireless interface device, e.g., an
802.11 card, a 3G wireless modem, a 4G wireless modem.
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A network interface device allows the system 600 to com-
municate, for example, transmit and receive data such as
artifacts 220a-d shown in FIG. 2. In some implementations,
the input/output device can include driver devices config-
ured to receive input data and send output data to other
input/output devices, e.g., keyboard, printer and display
devices 660. In some implementations, mobile computing
devices, mobile communication devices, and other devices
can be used.

A server (e.g., a server forming a portion of the commu-
nications facility 100 shown in FIG. 1) can be realized by
instructions that upon execution cause one or more process-
ing devices to carry out the processes and functions
described above, for example, sending and receiving arti-
facts 220a-d and assigning them to data archives 210a-d
(FIG. 2). Such instructions can comprise, for example,
interpreted instructions such as script instructions, or execut-
able code, or other instructions stored in a computer readable
medium. A communications facility 100 can be distribu-
tively implemented over a network, such as a server farm, or
a set of widely distributed servers or can be implemented in
a single virtual device that includes multiple distributed
devices that operate in coordination with one another. For
example, one of the devices can control the other devices, or
the devices may operate under a set of coordinated rules or
protocols, or the devices may be coordinated in another
fashion. The coordinated operation of the multiple distrib-
uted devices presents the appearance of operating as a single
device.

Although an example processing system has been
described in FIG. 6, implementations of the subject matter
and the functional operations described above can be imple-
mented in other types of digital electronic circuitry, or in
computer software, firmware, or hardware, including the
structures disclosed in this specification and their structural
equivalents, or in combinations of one or more of them.
Implementations of the subject matter described in this
specification, such as software for creating and maintaining
data archives 210a-d (FIG. 2), can be implemented as one or
more computer program products, i.e., one or more modules
of computer program instructions encoded on a tangible
program carrier, for example a computer-readable medium,
for execution by, or to control the operation of, a processing
system. The computer readable medium can be a machine
readable storage device, a machine readable storage sub-
strate, a memory device, a composition of matter effecting a
machine readable propagated signal, or a combination of
one or more of them.

The term “system” may encompass all apparatus, devices,
and machines for processing data, including by way of
example a programmable processor, a computer, or multiple
processors or computers. A processing system can include,
in addition to hardware, code that creates an execution
environment for the computer program in question, e.g.,
code that constitutes processor firmware, a protocol stack, a
database management system, an operating system, or a
combination of one or more of them.

A computer program (also known as a program, software,
software application, script, executable logic, or code) can
be written in any form of programming language, including
compiled or interpreted languages, or declarative or proce-
dural languages, and it can be deployed in any form,
including as a standalone program or as a module, compo-
nent, subroutine, or other unit suitable for use in a computing
environment. A computer program does not necessarily
correspond to a file in a file system. A program can be stored
in a portion of a file that holds other programs or data (e.g.,
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one or more scripts stored in a markup language document),
in a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more
modules, sub programs, or portions of code). A computer
program can be deployed to be executed on one computer or
on multiple computers that are located at one site or dis-
tributed across multiple sites and interconnected by a com-
munication network.

Computer readable media suitable for storing computer
program instructions and data include all forms of non-
volatile or volatile memory, media and memory devices,
including by way of example semiconductor memory
devices, e.g., EPROM, EEPROM, and flash memory
devices; magnetic disks, e.g., internal hard disks or remov-
able disks or magnetic tapes; magneto optical disks; and
CD-ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in, special
purpose logic circuitry. Sometimes a server (e.g., forming a
portion of a communications facility 100) is a general
purpose computer, and sometimes it is a custom-tailored
special purpose electronic device, and sometimes it is a
combination of these things.

Implementations can include a back end component, e.g.,
a data server, or a middleware component, e.g., an applica-
tion server, or a front end component, e.g., a client computer
having a graphical user interface or a Web browser through
which a user can interact with an implementation of the
subject matter described is this specification, or any com-
bination of one or more such back end, middleware, or front
end components. The components of the system can be
interconnected by any form or medium of digital data
communication, e.g., a communication network. Examples
of communication networks include a local area network
(“LAN”) and a wide area network (“WAN™), e.g., the
Internet.

Certain features that are described above in the context of
separate implementations can also be implemented in com-
bination in a single implementation. Conversely, features
that are described in the context of a single implementation
can be implemented in multiple implementations separately
or in any sub-combinations.

The order in which operations are performed as described
above can be altered. In certain circumstances, multitasking
and parallel processing may be advantageous. The separa-
tion of system components in the implementations described
above should not be understood as requiring such separa-
tion.

Other implementations are within the scope of the fol-
lowing claims.

The invention claimed is:

1. A computer-implemented method for sharing artifacts
in a permission-protected archive, each artifact having a set
of permission attributes including at least an access permis-
sion attribute used to determine accessibility to the artifact
based on the identity of an entity seeking access to the
artifact, the method comprising:

receiving, in response to a search query issued by an

entity, a list of artifacts stored in the archive that are
initially inaccessible to the entity based on the identity
of the entity and the access permission attribute asso-
ciated with each of the artifacts, wherein each of the
artifacts comprises at least a fragment of data that
forms an electronic communication;

identifying, among the list of initially inaccessible arti-

facts, a set of artifacts each having a distinct search
permission attribute having an associated search per-
mission value, the search permission attribute indicat-
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ing that the respective artifact is made accessible to the
entity when the respective artifact is responsive, above
a threshold responsiveness value, to the search query
issued by the entity, wherein the responsiveness value
of an artifact is determined by its relevance to the
search query and the threshold responsiveness value is
based on the search permission value associated with
the search permission attribute, wherein the respective
artifact includes an electronic message and the search
permission attribute includes a header field of the
electronic message;
determining whether a particular artifact of the list of
artifacts meets or exceeds the threshold responsiveness
value, the determination based on a responsiveness
score determined by a search engine to which the
search query was provided, the responsiveness score
assigned to the particular artifact based, at least in part,
on at least one of a number of keywords in the
particular artifact that match terms of the search query,
a popularity of the particular artifact, a creation date of
the particular artifact, or a data type of the particular
artifact;
receiving, from an authorizing entity of a particular arti-
fact, a request to modify the search permission attribute
of the particular artifact;
modifying the search permission attribute of the particular
artifact, wherein the modified search permission attri-
bute indicates that the particular artifact is accessible to
the entity when the particular artifact is responsive,
above the threshold responsiveness value, to the search
query issued by the entity;
receiving, from an authorizing entity of multiple artifacts
sharing a common attribute, a request to modify a
common search permission attribute of the multiple
artifacts; and
modifying the common search permission attribute of the
multiple artifacts, wherein the modified search permis-
sion attribute indicates that one or more artifacts of the
multiple artifacts are accessible to the entity when the
one or more artifacts are responsive, above the thresh-
old responsiveness value, to the search query issued by
the entity.
2. The method of claim 1, wherein identifying a set of
artifacts further comprises:
identifying, among the list of artifacts, an initial set of
artifacts each having an access permission attribute
indicating that the respective artifact is not accessible to
the entity;
determining that one or more artifacts of the initial set of
artifacts are responsive, above the threshold respon-
siveness value, to the search query, wherein the one or
more artifacts each having the search permission attri-
bute indicating that the respective artifact is accessible
to the entity when the respective artifact is responsive,
above the threshold responsiveness value, to the search
query; and
in response to determining that the one or more artifacts
are responsive, above the threshold responsiveness
value, to the search query, identifying the one or more
artifacts as the set of artifacts each having a search
permission attribute indicating that the respective arti-
fact is accessible to the entity.
3. The method of claim 1, comprising making the set of
artifacts available to the entity.
4. The method of claim 1, comprising making a request to
a second entity to give permission to the entity to access a
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particular artifact of the set of artifacts, the second entity
identified as an authorizing entity of the particular artifact.

5. The method of claim 4, comprising:

receiving a response from the second entity granting the
permission to the entity to access the particular artifact;
and

making the particular artifact available to the entity.

6. The method of claim 4, comprising:

receiving a response from the second entity denying the
permission to the entity to access the particular artifact;
and

removing the particular artifact from the set of artifacts.

7. The method of claim 1, wherein the common attribute

includes an artifact folder searchable by the entity.

8. A system comprising:

one or more computers and non-transitory a machine-
readable storage system storing a portion of data that
forms an electronic communication, the portion of data
associated with a permission attribute, the permission
attribute indicating one or more of several permission
states, the permission states including

a) a browsing state making the portion of data available to
an entity based on an access permission attribute when
the entity is browsing a file system; and

b) a searching state making the portion of data available
to an entity based on a distinct search permission
attribute when the entity performs a search query to
which the portion of data is responsive, above a thresh-
old responsiveness value, to the search query, wherein
the responsiveness value of the portion of data is
determined by its relevance to the search query,

wherein the threshold responsiveness value is based on a
search permission value associated with the search
permission attribute, wherein the portion of data
includes an electronic message and the permission
attribute includes a header field of the electronic mes-
sage,

wherein the determination is based on a responsiveness
score determined by a search engine to which the
search query was provided, the responsiveness score is
assigned to the portion of data based, at least in part, on
at least one of a number of keywords in the portion of
data that match terms of the search query, a popularity
of the portion of data, a creation date of the portion of
data, or a data type of the particular portion of data;

wherein a search permission attribute of a portion of data
is modified based on a request received from an autho-
rizing entity of that particular portion of data, wherein
the modified permission attribute indicates that the
particular portion of data is accessible to the entity
when the particular portion of data is responsive, above
the threshold responsiveness value, to the search query
issued by the entity; and

wherein a common search permission attribute of multiple
artifacts sharing a common attribute is modified based
on a request received from an authorizing entity of the
multiple artifacts sharing the common attribute,
wherein the modified common search permission attri-
bute indicates that one or more artifacts of the multiple
artifacts are accessible to the entity when the one or
more artifacts are responsive, above the threshold
responsiveness value, to the search query issued by the
entity.

9. A computer-implemented method comprising:

after identifying that a first artifact, which comprises at
least a fragment of data that forms an electronic com-
munication including an electronic message, is respon-
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sive, above a threshold responsiveness value, to a
particular search query issued by a searching entity, the
first artifact having a distinct search permission attri-
bute including a header field of the electronic message
that indicates the first artifact is accessible to an entity
when (i) the first artifact is responsive, above the
threshold responsiveness value, to a search query
issued by the entity, and (ii) permission to access is
granted by an authorizing entity of the first artifact,
wherein the identification that the first artifact is
responsive above the threshold responsiveness value is
based on a responsiveness score determined by a search
engine to which the search query was provided, the
responsiveness score assigned to the first artifact based,
at least in part, on at least one of a number of keywords
in the first artifact that match terms of the search query,
a popularity of the first artifact, a creation date of the
first artifact, or a data type of the first artifact:

sending a request, by the authorizing entity, specifying the
search permission value associated with the search
permission attribute of the first artifact;

receiving, by the authorizing entity, a request to grant

permission to the searching entity to access the first
artifact, wherein the first artifact is responsive, above
the threshold responsiveness value, to the particular
search query issued by the searching entity wherein the
responsiveness value of an artifact is determined by its
relevance to the search query;

sending a response, by the authorizing entity, granting the

permission to the searching entity to access the first
artifact;

receiving, from the authorizing entity of a particular

artifact, a request to modify the search permission
attribute of the particular artifact;

modifying the search permission attribute of the particular

artifact, wherein the modified search permission attri-
bute indicates that the particular artifact is accessible to
the entity when the particular artifact is responsive,
above the threshold responsiveness value, to the search
query issued by the entity;

receiving, from an authorizing entity of multiple artifacts

sharing a common attribute, a request to modify a
common search permission attribute of the multiple
artifacts; and

modifying the common search permission attribute of the

multiple artifacts, wherein the modified common
search permission attribute indicates that one or more
artifacts of the multiple artifacts are accessible to the
entity when the one or more artifacts are responsive,
above the threshold responsiveness value, to the search
query issued by the entity.

10. The method of claim 9, wherein sending a response
granting the permission to the searching entity to access the
first artifact comprises sending the response granting per-
mission to the searching entity to access one or more other
artifacts of the authorizing entity having the search permis-
sion attribute.

11. A computer-implemented method comprising:

in response to issuing a particular search query, receiving

access to a first artifact, which comprises at least a
portion of data that forms an electronic communication
including an electronic message and has a distinct
search permission attribute including a header field of
the electronic message indicating that the first artifact is
accessible to an entity when (i) the first artifact is
responsive, above a threshold responsiveness value, to
a search query issued by the entity, wherein the thresh-
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old responsiveness value is based on a search permis-
sion value associated with the search permission attri-
bute, and (ii) permission to access is granted by an
authorizing entity of the particular artifact, wherein the
first artifact is responsive, above the threshold respon-
siveness value, to the particular search query;

wherein the responsiveness value of an artifact is deter-

mined by its relevance to the search query;

wherein determination that the first artifact is responsive

threshold responsiveness value, to the particular search
query.

28

electronic message and the permission attribute
includes a header field of the electronic message;
determining whether a particular artifact of the list of
artifacts meets or exceeds the threshold responsiveness
value, the determination based on a responsiveness
score determined by a search engine to which the
search query was provided, the responsiveness score
assigned to the particular artifact based, at least in part,
on at least one of a number of keywords in the

above the threshold responsiveness value is based on a 10 particular artifact that match terms of the search query,
responsiveness score determined by a search engine to a popularity of the particular artifact, a creation date of
which the search query was provided, the responsive- the particular artifact, or a data type of the particular
ness score assigned to the first artifact based, at least in artifact;
part, on at least one of a number of keywords in the first |, receiving, from an authorizing entity of a particular arti-
artifact that match terms of the search query, a popu- fact, a request to modify the search permission attribute
larity of the first artifact, a creation date of the first of the particular artifact;
artifact, or a data type of the first artifact; modifying the search permission attribute of the particular
wherein the authorizing entity has granted the permission artifact, wherein the modified search permission attri-
to access the first artifact in response to a request; 20 bute indicates that the particular artifact is accessible to
wherein the search permission attribute of the portion of the entity when the particular artifact is responsive,
data is modified based on a request received from an above the threshold responsiveness value, to the search
authorizing entity of that particular portion of data, query issued by the entity;
wherein the modified search permission attribute indi- receiving, from an authorizing entity of multiple artifacts
cates that the particular portion of data is accessible to 25 sharing a common attribute, a request to modify a
the entity when the particular portion of data is respon- common search permission attribute of the multiple
sive, above the threshold responsiveness value, to the artifacts; and
search query issued by the entity; and ) modifying the common search permission attribute of the
Wherf:ln acommon search permission att.rlbute gf multiple multiple artifacts, wherein the modified common
artifacts sharing a common attribute .1s.m0d1ﬁ.ed based 30 search permission attribute indicates that one or more
on a request received from an authorizing entity of the artifacts of the multiple artifacts are accessible to the
multiple artifacts sharing the common attribute, ! hen th P T .
wherein the modified common search permission attri- entity when the one or more artilacts are responsive,
bute indicates that one or more artifacts of the multiple above Fhe threshold [ESpONSIVeness value, to the search
artifacts are accessible to the entity when the one or 35 query issued by ﬂ.le, entity.
more artifacts are responsive, above the threshold 14. A system comprising: .
responsiveness value, to the search query issued by the one or more computers and one or more storage devices
entity. storing instructions that are operable, when executed by
12. The method of claim 11, further comprising: the one or more computers, to cause the one or more
receiving access to a second artifact having a distinct 40 computers to perform operations comprising:
search permission attribute indicating that the second receiving a list of initially inaccessible artifacts stored
artifact is accessible to an entity when the second in an archive, the artifacts being responsive to a
artifact is responsive, above a threshold responsiveness search query issued by an entity, wherein each of the
value, to a search query issued by the entity, artifacts comprises at least a fragment of data that
wherein the second artifact is responsive, above the 45 forms an electronic communication;

identifying, among the list of initially inaccessible
artifacts, a set of artifacts each having a distinct

13. A non-transitory computer-readable medium storing
software having stored thereon instructions, which, when
executed by one or more computers, cause the one or more 50
computers to perform operations of:

receiving a list of initially inaccessible artifacts stored in

search permission attribute indicating that the
respective artifact is made accessible to the entity
when the respective artifact is responsive, above a
threshold responsiveness value, to the search query
issued by the entity, wherein the responsiveness

an archive, the artifacts being responsive to a search
query issued by an entity, wherein each of the artifacts

value of an artifact is determined by its relevance to
the search query and the threshold responsiveness

comprises at least a fragment of data that forms an 55 value is based on a search permission value associ-
electronic communication; ated with the search permission attribute, wherein
identifying, among the list of initially inaccessible arti- each artifact of the set of artifacts includes an elec-
facts, a set of artifacts each having a distinct search tronic message and the search permission attribute
permission attribute indicating that the respective arti- includes a header field of the electronic message;
fact is made accessible to the entity when the respective 60 determining whether a particular artifact of the list of
artifact is responsive, above a threshold responsiveness artifacts meets or exceeds the threshold responsive-
value, to the search query issued by the entity, wherein ness value, the determination based on a responsive-
the responsiveness value of an artifact is determined by ness score determined by a search engine to which
its relevance to the search query and the threshold the search query was provided, the responsiveness
responsiveness value is based on a search permission 65 score assigned to the particular artifact based, at least

value associated with the search permission attribute,
wherein each artifact of the set of artifacts includes an

in part, on at least one of a number of keywords in
the particular artifact that match terms of the search
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query, a popularity of the particular artifact, a cre-
ation date of the particular artifact, or a data type of
the particular artifact;

receiving, from an authorizing entity of a particular
artifact, a request to modify the search permission
attribute of the particular artifact;

modifying the search permission attribute of the par-
ticular artifact, wherein the modified search permis-
sion attribute indicates that the particular artifact is
accessible to the entity when the particular artifact is
responsive, above the threshold responsiveness
value, to the search query issued by the entity;

receiving, from an authorizing entity of multiple arti-
facts sharing a common attribute, a request to modify
a common search permission attribute of the multiple
artifacts; and

modifying the common search permission attribute of
the multiple artifacts, wherein the modified common
search permission attribute indicates that one or
more artifacts of the multiple artifacts are accessible
to the entity when the one or more artifacts are
responsive, above the threshold responsiveness
value, to the search query issued by the entity.

10

20

30

responsive, above the threshold responsiveness
value, to the search query issued by the entity;

receiving, from an authorizing entity of multiple arti-
facts sharing a common attribute, a request to modify
a common search permission attribute of the multiple
artifacts; and

modifying the common search permission attribute of
the multiple artifacts, wherein the modified common
search permission attribute indicates that one or
more artifacts of the multiple artifacts are accessible
to the entity when the one or more artifacts are
responsive, above the threshold responsiveness
value, to the search query issued by the entity.

16. A system comprising:
one or more computers and one or more storage devices

storing instructions that are operable, when executed by
the one or more computers, to cause the one or more
computers to perform operations comprising:

after identifying that a first artifact, which comprises at

least a fragment of data that forms an electronic com-
munication including an electronic message, is respon-
sive, above a threshold responsiveness value, to a
particular search query issued by a searching entity, the
first artifact having a distinct search permission attri-

15. A non-transitory computer-readable medium storing 25
software having stored thereon instructions, which, when
executed by one or more computers, cause the one or more
computers to perform operations of:

after identifying that a first artifact, which comprises at

bute including a header field of the electronic message
that indicates the first artifact is accessible to an entity
when (i) the first artifact is responsive, above the
threshold responsiveness value, to a search query
issued by the entity, and (ii) permission to access is

least a fragment of data that forms an electronic com- 30 granted by an authorizing entity of the first artifact,
munication including an electronic message, is respon- wherein the identification that the first artifact is
sive, above a threshold responsiveness value, to a responsive above the threshold responsiveness value is
particular search query issued by a searching entity, the based on a responsiveness score determined by a search
first artifact having a distinct search permission attri- engine to which the search query was provided, the
bute including a header field of the electronic message 35 responsiveness score assigned to the first artifact based,
that indicates the first artifact is accessible to an entity at least in part, on at least one of a number of keywords
when (i) the first artifact is responsive, above the in the first artifact that match terms of the search query,
threshold responsiveness value, to a search query a popularity of the first artifact, a creation date of the
issued by the entity, wherein the threshold responsive- first artifact, or a data type of the first artifact:
ness value is based on a permission value associated 40 sending a request, by the authorizing entity, specifying
with the permission attribute, and (ii) permission to the search permission value associated with the
access is granted by an authorizing entity of the first search permission attribute of the first artifact;
artifact, wherein the identification that the first artifact receiving, by the authorizing entity, a request to grant
is responsive above the threshold responsiveness value permission to the searching entity to access the first
is based on a responsiveness score determined by a 45 artifact, wherein the first artifact is responsive, above
search engine to which the search query was provided, the threshold responsiveness value, to the particular
the responsiveness score assigned to the first artifact search query issued by the searching entity, wherein
based, at least in part, on at least one of a number of the responsiveness value of an artifact is determined
keywords in the first artifact that match terms of the by its relevance to the search query;
search query, a popularity of the first artifact, a creation 50 sending a response, by the authorizing entity, granting
date of the first artifact, or a data type of the first the permission to the searching entity to access the
artifact: first artifact;
receiving, by the authorizing entity, a request to grant receiving, from an authorizing entity of a particular
permission to the searching entity to access the first artifact, a request to modify the search permission
artifact, wherein the first artifact is responsive, above 55 attribute of the particular artifact;
the threshold responsiveness value, to the particular modifying the search permission attribute of the par-
search query issued by the searching entity; ticular artifact, wherein the modified search permis-
sending a response, by the authorizing entity, granting sion attribute indicates that the particular artifact is
the permission to the searching entity to access the accessible to the entity when the particular artifact is
first artifact; 60 responsive, above the threshold responsiveness
receiving, from an authorizing entity of a particular value, to the search query issued by the entity;
artifact, a request to modify the search permission receiving, from an authorizing entity of multiple arti-
attribute of the particular artifact; facts sharing a common attribute, a request to modify
modifying the search permission attribute of the par- a common search permission attribute of the multiple
ticular artifact, wherein the modified search permis- 65 artifacts; and

sion attribute indicates that the particular artifact is
accessible to the entity when the particular artifact is

modifying the common search permission attribute of
the multiple artifacts, wherein the modified common
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search permission attribute indicates that one or sive, above the threshold responsiveness value, to the
more artifacts of the multiple artifacts are accessible search query issued by the entity.
to the entity when the one or more artifacts are 18. A system comprising: )
responsive, above the threshold responsiveness one or more computers and one or more storage devices
value, to the search query issued by the entity. 5 storing instructions that are operable, when executed by

the one or more computers, to cause the one or more
computers to perform operations comprising:
in response to issuing a particular search query, receiving

17. A non-transitory computer-readable medium storing
software having stored thereon instructions, which, when

executed by one or more computers, cause the one or more access to a first artifact, which comprises at least a
computers to perform operations of: portion of data that forms an electronic communication
in response to issuing a particular search query, receiving 1o including an electronic message and has a distinct
access to a first artifact, which comprises at least a search permission attribute including a header field of
portion of data that forms an electronic communication the eleptronic message indicating.that the first ar.tifact @s
including an electronic message and has a distinct accessible to an entity when (i) the first artifact is

responsive, above a threshold responsiveness value, to
a search query issued by the entity, wherein the thresh-
old responsiveness value is based on a search permis-
sion value associated with the search permission attri-
bute, and (ii) permission to access is granted by an
authorizing entity of the particular artifact, wherein the
first artifact is responsive, above the threshold respon-
siveness value, to the particular search query;

wherein the responsiveness value of an artifact is deter-
mined by its relevance to the search query;

wherein determination that the first artifact is responsive
above the threshold responsiveness value is based on a
responsiveness score determined by a search engine to
which the search query was provided, the responsive-
ness score assigned to the first artifact based, at least in
part, on at least one of a number of keywords in the first
artifact that match terms of the search query, a popu-
larity of the first artifact, a creation date of the first
artifact, or a data type of the first artifact;

wherein the authorizing entity has granted the permission
to access the first artifact in response to a request;

wherein the search permission attribute of the portion of
data is modified based on a request received from an
authorizing entity of that particular portion of data,
wherein the modified search permission attribute indi-
cates that the particular portion of data is accessible to
the entity when the particular portion of data is respon-
sive, above the threshold responsiveness value, to the
search query issued by the entity; and

wherein a common search permission attribute of multiple
artifacts sharing a common attribute is modified based
on a request received from an authorizing entity of the
multiple artifacts sharing the common attribute and the
permission attribute is modified, wherein the modified
common search permission attribute indicates that one
or more artifacts of the multiple artifacts are accessible
to the entity when the one or more artifacts are respon-
sive, above the threshold responsiveness value, to the
search query issued by the entity.

search permission attribute including a header field of
the electronic message indicating that the first artifact is
accessible to an entity when (i) the first artifact is
responsive, above a threshold responsiveness value, to
a search query issued by the entity, wherein the thresh-
old responsiveness value is based on a search permis- ,,
sion value associated with the search permission attri-
bute, and (ii) permission to access is granted by an
authorizing entity of the particular artifact, wherein the
first artifact is responsive, above the threshold respon-
siveness value, to the particular search query; 25

wherein the responsiveness value of an artifact is deter-
mined by its relevance to the search query;

wherein determination that the first artifact is responsive
above the threshold responsiveness value is based on a
responsiveness score determined by a search engine to 5,
which the search query was provided, the responsive-
ness score assigned to the first artifact based, at least in
part, on at least one of a number of keywords in the first
artifact that match terms of the search query, a popu-
larity of the first artifact, a creation date of the first ;5
artifact, or a data type of the first artifact;

wherein the authorizing entity has granted the permission
to access the first artifact in response to a request;

wherein the search permission attribute of the portion of
data is modified based on a request received from an ,,
authorizing entity of that particular portion of data,
wherein the modified search permission attribute indi-
cates that the particular portion of data is accessible to
the entity when the particular portion of data is respon-
sive, above the threshold responsiveness value, to the 4
search query issued by the entity; and

wherein a common search permission attribute of multiple
artifacts sharing a common attribute is modified based
on a request received from an authorizing entity of the
multiple artifacts sharing the common attribute and the s,
permission attribute is modified, wherein the modified
common search permission attribute indicates that one
or more artifacts of the multiple artifacts are accessible
to the entity when the one or more artifacts are respon- L
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